
 

SENATE RULES COMMITTEE 

Office of Senate Floor Analyses 

(916) 651-4171 

AB 2281 

THIRD READING  

Bill No: AB 2281 

Author: Berman (D)  

Amended: 7/1/26 in Senate 

Vote: 21  

  

SENATE ELECTIONS & C.A. COMMITTEE:  4-1, 6/30/26 
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NOES:  Choi 

 

SENATE APPROPRIATIONS COMMITTEE: Senate Rule 28.8 

 

ASSEMBLY FLOOR:  55-9, 5/11/26 - See last page for vote 

  

SUBJECT: Office of Elections Cybersecurity 

SOURCE: Author 

DIGEST: This bill requires the Secretary of State (SOS) to assess whether 

additional state resources are needed to replace election cybersecurity resources 

previously provided by the federal government and permits the Office of Elections 

Cybersecurity (OEC) to consult with academic researchers to develop best 

practices for protecting against threats to election cybersecurity. 

ANALYSIS:   

Existing law: 

1) Establishes, under the SOS, the OEC and tasks the OEC with the following: 

a) Coordinating efforts between the SOS and local election officials to reduce 

the likelihood and severity of cyber incidents that could interfere with the 

security or integrity of elections in the state. 

b) Monitoring and counteracting false or misleading information regarding the 

electoral process that is published online or on other platforms and that may 
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suppress voter participation or cause confusion and disruption of the orderly 

and secure administration of elections.  

2) Requires the OEC to do all of the following: 

a) Coordinate between federal, state, and local agencies the sharing of 

information on threats to election cybersecurity, risk assessment, and threat 

mitigation in a timely manner and in a manner that protects sensitive 

information. 

b) In consultation with federal, state, and local agencies and private 

organizations, develop best practices for protecting against threats to 

election cybersecurity. 

c) In consultation with state and local agencies, develop and include best 

practices for cyber incident responses in emergency preparedness plans for 

elections. 

d) Identify resources, such as protective security tools, training, and other 

resources available to state and county election officials. 

e) Advise the SOS on issues related to election cybersecurity, and make 

recommendations for changes to state laws, regulations, and policies to 

further protect election infrastructure. 

f) Serve as a liaison between the SOS, other state agencies, federal agencies, 

and local election officials on election cybersecurity issues. 

g) Coordinate efforts within the SOS to protect the security of internet-

connected elections-related resources, including the state’s online voter 

registration system, the statewide voter registration database (VoteCal), the 

SOS’ election night results website, online campaign and lobbying filing and 

disclosure system developed by the SOS (CalAccess), and other parts of the 

SOS’ website. 

h) Assess the false or misleading information regarding the electoral process 

that is published online or other platforms, mitigate the false or misleading 

information, and educate voters, especially new and unregistered voters, 

with valid information from election officials or the SOS. 
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This bill: 

1) Requires the SOS to assess whether additional state resources are needed to 

replace election cybersecurity resources previously provided by the federal 

government. 

2) Permits the OEC to consult with academic researchers to develop best practices 

for protecting against threats to election cybersecurity. 

3) Makes minor and technical changes. 

Background 

Office of Elections Cybersecurity.  AB 3075 (Berman, Chapter 241, Statutes of 

2018) established the OEC, known as the Election Security Program, within the 

SOS’ office.  The OEC has two primary missions.  First, it is responsible for 

coordinating efforts between the SOS and local election officials to reduce the 

likelihood and severity of cyber incidents that could interfere with the security or 

integrity of elections in California.  The OEC is also tasked with monitoring and 

counteracting false or misleading information regarding the electoral process that 

is published online or on other platforms that may suppress voter participation, 

cause confusion, or disrupt the ability to ensure a secure election.  According to the 

OEC’s website, the office serves California with the sole purpose of keeping every 

Californian’s vote safe from online interference, especially the spread of mis- and 

disinformation.  The SOS also provides information on how to identify incorrect 

election information, information on where to find correct election information, 

and ways to report false or misleading information. 

Additionally, the OEC works with federal, state, and local partners to share 

election security information and best practices.  This includes the Department of 

Homeland Security, the Federal Bureau of Investigation, California Department of 

Technology, California Office of Emergency Services, California Highway Patrol, 

and county election officials.  Cybersecurity trainings with federal and state 

partners, as well as organizing tabletop exercises and drills for county election 

officials, are also hosted by the OEC. 

Cybersecurity and Infrastructure Security Agency.  The federal Cybersecurity and 

Infrastructure Security Agency (CISA) works with partners at every level to 

coordinate efforts relating to information on critical infrastructure in the United 

States.  This includes election security and cybersecurity.  In 2025, 130 CISA 

positions were eliminated and funding for information-sharing programs under 
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CISA were terminated.  This led to new concerns with the agency’s ability to 

provide information and combat domestic and foreign cyber threats. 

Comments 

Author’s Statement.  I was proud to author legislation in 2018 to create the OEC, 

which is tasked with coordinating efforts between federal, state, and local officials 

to reduce the likelihood and severity of cyber incidents that threaten the integrity of 

California elections.  Unfortunately, the Trump Administration has cut critical 

funding, coordination, and support that helped states guard against threats to our 

election systems.  Given the loss of federal election cybersecurity infrastructure, 

this bill would direct OEC to assess if additional state resources are needed to 

ensure that California officials continue to have the information and tools 

necessary to defend our democracy from cyber-attacks.  Additionally, this bill 

would strengthen OEC by authorizing them to consult with academic researchers, 

allowing them to utilize their expertise in support of OEC’s mission. 

Related/Prior Legislation 

AB 3075 (Berman, Chapter 241, Statutes of 2018) established the OEC within the 

SOS’ office. 

FISCAL EFFECT: Appropriation: No Fiscal Com.: Yes Local: No 

SUPPORT: (Verified 8/3/26) 

None received 

OPPOSITION: (Verified 8/3/26) 

None received 

 

ASSEMBLY FLOOR:  55-9, 5/11/26 

AYES:  Addis, Aguiar-Curry, Ahrens, Alanis, Alvarez, Ávila Farías, Bains, Bauer-

Kahan, Bennett, Berman, Boerner, Bonta, Bryan, Calderon, Caloza, Carrillo, 

Connolly, Davies, Elhawary, Fong, Gabriel, Garcia, Gipson, Mark González, 

Haney, Harabedian, Hart, Irwin, Jackson, Kalra, Krell, Lee, McKinnor, 

Muratsuchi, Nguyen, Ortega, Pacheco, Papan, Patel, Pellerin, Petrie-Norris, 

Ramos, Ransom, Rogers, Blanca Rubio, Schiavo, Schultz, Sharp-Collins, 

Stefani, Valencia, Ward, Wicks, Wilson, Zbur, Rivas 

NOES:  DeMaio, Dixon, Gallagher, Jeff Gonzalez, Hadwick, Macedo, Patterson, 

Sanchez, Tangipa 
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NO VOTE RECORDED:  Arambula, Castillo, Chen, Ellis, Flora, Hoover, 

Johnson, Lackey, Lowenthal, Quirk-Silva, Celeste Rodriguez, Michelle 

Rodriguez, Solache, Soria, Ta, Wallis 

 

Prepared by: Scott Matsumoto / E. & C.A. / (916) 651-4106 

8/5/26 15:04:36 

****  END  **** 
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