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SENATE JUDICIARY COMMITTEE:  10-1, 3/16/21 

AYES:  Umberg, Borgeas, Caballero, Durazo, Gonzalez, Hertzberg, Laird, Stern, 

Wieckowski, Wiener 

NOES:  Jones 

 

SENATE APPROPRIATIONS COMMITTEE:  5-2, 5/20/21 

AYES:  Portantino, Bradford, Kamlager, Laird, Wieckowski 

NOES:  Bates, Jones 

 

SENATE FLOOR:  36-3, 5/26/21 

AYES:  Allen, Archuleta, Atkins, Becker, Borgeas, Bradford, Caballero, Cortese, 

Dahle, Dodd, Durazo, Eggman, Glazer, Gonzalez, Grove, Hertzberg, Hueso, 

Hurtado, Kamlager, Laird, Leyva, Limón, McGuire, Melendez, Min, Newman, 

Nielsen, Pan, Portantino, Roth, Rubio, Skinner, Stern, Umberg, Wieckowski, 

Wiener 

NOES:  Jones, Ochoa Bogh, Wilk 

NO VOTE RECORDED:  Bates 

 

ASSEMBLY FLOOR:  61-1, 8/29/22 - See last page for vote 

  

SUBJECT: In-vehicle cameras 

SOURCE: Consumer Federation of California 

DIGEST: This bill places restrictions on what can be done with video recordings 

from in-vehicle cameras and where such recordings can be retained. This bill 

prohibits compelling an entity to build specific features for the purpose of allowing 

the monitoring of communications. 
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Assembly Amendments remove the notice requirement from the bill, allow for the 

sharing of recordings with third parties with affirmative prior consent, as specified, 

and make other technical and clarifying amendments.  

ANALYSIS:   

Existing law: 

1) Prohibits a person or entity from providing the operation of a voice recognition 

feature within this state without prominently informing, during the initial setup 

or installation of a connected television, either the user or the person designated 

by the user to perform the initial setup or installation of a connected television. 

(Bus. & Prof. Code § 22948.20(a).) 

 

2) Provides that any actual recordings of spoken word collected through the 

operation of a voice recognition feature by the manufacturer of a connected 

television, or a third-party contractor, for the purpose of improving the voice 

recognition feature, including, but not limited to, the operation of an accessible 

user interface for people with disabilities, shall not be sold or used for any 

advertising purpose. (Bus. & Prof. Code § 22948.20(b), (c).) 

 

3) Prohibits a person or entity from compelling a manufacturer or other entity 

providing the operation of a voice recognition feature to build specific features 

for the purpose of allowing an investigative or law enforcement officer to 

monitor communications through that feature. (Bus. & Prof. Code § 

22948.20(d).) 

 

4) Provides, pursuant to the California Constitution, that all people are by nature 

free and independent and have inalienable rights. Among these are enjoying and 

defending life and liberty, acquiring, possessing, and protecting property, and 

pursuing and obtaining safety, happiness, and privacy. (Cal. Const. art. I, § 1.)  

 

5) Permits a person to bring an action in tort for an invasion of privacy and 

provides that in order to state a claim for violation of the constitutional right to 

privacy, a plaintiff must establish the following three elements: (a) a legally-

protected privacy interest; (b) a reasonable expectation of privacy in the 

circumstances; and (c) conduct by the defendant that constitutes a serious 

invasion of privacy. (Hill v. National Collegiate Athletic Assn. (1994) 7 Cal.4th 

1, 40.)  
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6) Renders an individual liable for constructive invasion of privacy when that 

individual attempts to capture, in a manner that is offensive to a reasonable 

person, any type of visual image, sound recording, or other physical impression 

of another engaging in a private, personal, or familial activity, through the use 

of any device, regardless of whether there is a physical trespass, if this image, 

sound recording, or other physical impression could not have been achieved 

without a trespass unless the device was used. (Civ. Code § 1708.8.)  

 

7) Establishes the California Consumer Privacy Act of 2018, which grants 

consumers certain rights with regard to their personal information. (Civ. Code § 

1798.100 et seq.) 

 

8) Provides that a manufacturer of a new motor vehicle sold or leased in this state 

that is equipped with one or more recording devices commonly referred to as 

“event data recorders” or “sensing and diagnostic modules (SDM),” shall 

disclose that fact in the owner’s manual for the vehicle. Data recorded on such 

recording devices may not be downloaded or otherwise retrieved by a person 

other than the registered owner of the motor vehicle, except under specified 

circumstances. (Veh. Code § 9951.) 

This bill:  

1) Prohibits any image or video recording collected or retained through operation 

of an in-vehicle camera from being sold to a third party or being used for any 

advertising. Such image or recording can be shared with a third party only with 

affirmative proper consent and as specified, except as provided.  

 

2) Provides that such video recordings can only be retained, outside the vehicle, 

when the user first provides affirmative prior consent. Such consent is also 

required before it can be downloaded, retrieved, or otherwise accessed by a 

person or entity other than the user. 

 

3) Requires the person or entity that provides operation of the in-vehicle camera to 

provide effective mechanisms to revoke consent, as specified.  

 

4) Prohibits discrimination against a user for exercising their rights under the bill.  

 

5) Prohibits a person or entity from compelling a manufacturer or other entity 

providing the operation of an in-vehicle camera to build specific features for the 

purpose of allowing an investigative or law enforcement officer to monitor 

communications through that feature.    
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6) Defines “in-vehicle camera” to mean any device included as part of a vehicle by 

the manufacturer that is designed to, or is capable of, recording images or video 

inside the cabin of the vehicle. A “user” is a person who originally purchases, 

leases, or takes ownership of a vehicle equipped with an in-vehicle camera, 

excluding a person who is incidentally recorded when a vehicle is operated by a 

user. The bill does not apply to cameras installed in vehicles that are primarily 

for commercial use.  

 

7) Provides for enforcement by the Attorney General or any district attorney. It 

provides for injunctive relief and a civil penalty not to exceed $2,500 per 

vehicle equipped with an in-vehicle camera knowingly sold or leased in 

violation of this bill.  

 

8) Provides that its remedies and penalties are cumulative, waiver of its 

protections is contrary to public policy, and the provisions of the bill are 

severable. 

Background 

In recent years, there has been an explosion of new technology placed in consumer 

vehicles. Arguably the most ubiquitous in newer vehicles are the many cameras 

built into them. Back up cameras provide a live picture as a driver backs out of the 

driveway or a parking spot. Newer camera blind-spot monitoring systems alert 

drivers to other vehicles or objects in proximity to the vehicle, often coupled with 

flashing lights or beeping. However, the latest trend has these camera systems 

facing inward. These can provide a variety of benefits for the driver and 

manufacturer. However, as with most technology, the benefits come with some 

potential drawbacks.  

This bill addresses growing concerns regarding consumer privacy with respect to 

the installation of these inward-facing vehicle cameras and the recordings taken 

with them. The bill places guardrails around what can be done with the recordings 

from “in-vehicle cameras” installed by the manufacturer, including restrictions on 

using the recordings for advertising or selling them, and it prohibits certain features 

that allow for law enforcement to monitor communications. “Users” must provide 

affirmative consent before the recordings can be retained at any location other than 

the vehicle itself, except as provided.  

This bill is sponsored by the Consumer Federation of California and supported by 

consumer groups. The California New Car Dealers Association are in opposition. 
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Comments 

California’s commitment to privacy 

AB 213 (Leslie, Chapter 427, Statutes of 2003) responded to the growing number 

of vehicle manufacturers “installing recording devices in vehicles that may 

perform a variety of functions, from recording and transmitting accident data to 

recording a history of where a vehicle travels.”1 AB 213 enacted Section 9951 of 

the Vehicle Code, which provides that a “manufacturer of a new motor vehicle 

sold or leased in this state that is equipped with one or more recording devices 

commonly referred to as ‘event data recorders’ or ‘sensing and diagnostic modules 

(SDM),’ shall disclose that fact in the owner’s manual for the vehicle.” In addition 

to this disclosure, the statute also prohibits any person other than the owner from 

downloading or otherwise retrieving data recorded by one of these devices except 

under specified circumstances.  

This bill addresses yet another growing trend, the placement of cameras inside 

vehicles. While back-up cameras and blind-spot monitoring cameras have become 

standard features, the placement of interior-facing cameras is starting to take off. 

There are estimates that the “global automotive camera market is expected to 

almost double in the next 6 years, increasing to a 15 billion-dollar industry.”2 

Models from Hyundai, BMW, and Cadillac have built in cameras to monitor 

drivers. Companies like Volvo and Tesla will soon have them in all of their 

vehicles. With the gaining ubiquity of such intrusive cameras comes serious 

concerns about privacy, as the cameras can record everything going on in a 

vehicle, and with advanced facial recognition technology and machine learning, it 

can detect a driver’s identity and even their mood.3  

According to the author:  

SB 346 will protect consumer privacy when in a commonly occupied and often 

personal space, our vehicles, and pre-empt its erasure by invasive technologies. 

The right to privacy is a cornerstone of the American constitution. Yet, 

increasingly invasive technologies threaten to erode privacy in those places we 

most expect it. The use of in-vehicle cameras to monitor our gaze, gauge 

attentiveness, and record sensitive biometric data while we commute to work or 

                                           
1 Senate Judiciary Committee, Analysis of AB 213 (Leslie, Ch. 427, Stats. 2003) (July 8, 2003).  
2 Dalvin Brown, Where are the cameras in your car and what are they looking for? (April 23, 2019) USA Today, 

https://www.usatoday.com/story/tech/2019/04/23/cameras-inside-outside-new-cars/3506205002/ [as of Mar. 4, 

2021].  
3 John R. Quain, Soon, Your Car May Be Able to Read Your Expressions (April 6, 2017) The New York Times, 

https://www.nytimes.com/2017/04/06/automobiles/wheels/cars-facial-recognition-expressions.html [as of Mar. 4, 

2021].  
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pick up our children allow private companies to build detailed composites of 

our habits and likes.  Although these features also have the potential to increase 

safety and comfort, the data they generate is highly valued by large corporations 

looking to improve their targeted advertising. If disseminated and shared for 

such commercial purposes, this data would eliminate any semblance of privacy 

when driving our vehicles. Without laws in place, who can access such 

sensitive information and for what purposes is left to the discretion of profit-

seeking firms. SB 346 will pre-empt the collection of highly sensitive personal 

information and protect consumer privacy during one of our most common 

activities.   

The U.S. Supreme Court and the courts of this state have repeatedly noted the 

expectations of privacy individuals have in their vehicles.4 The Consumer 

Federation of California, the sponsor of the bill, highlights this expectation of 

privacy and the rights at stake: 

These new features pose a significant risk to user privacy. People often spend a 

significant portion of their days inside their car, whether it be a work commute, 

running errands, or simply a leisure drive. A car can often act as a second home, 

and, similar to when people are in their home, there is an expectation of 

privacy. Videos recorded by these cameras and other sensors in the car can 

potentially be accessed and collected by vehicle manufacturers. This data, 

which can reveal a lot about a person’s driving habits and preferences, is 

extremely valuable. The brand of driving glasses a person wears or the type of 

takeout they prefer, for example, is information that can be sold to or shared 

with third parties, used for targeted advertising, and used for other purposes 

beyond the reasonable expectation of the consumer. 

Consumers do not expect that buying a new car can also potentially mean 

opening up their private life to the car’s manufacturer. In fact, once the vehicle 

is sold, it would seem that the manufacturers' right to any interior video should 

be extinguished. Privacy protections already exist for other kinds of technology 

that collect data in people’s private spaces. 

This bill responds to these concerns by placing restrictions on the video recordings 

collected or retained through operation of the cameras by the manufacturer. Such 

recordings cannot be used for advertising purposes and cannot be sold to third 

                                           
4 United States v. Jones (2012) 132 S. Ct. 945, 956; People v. Xinos (2011) 192 Cal.App.4th 637, 659 [“We 

conclude that a motorist's subjective and reasonable expectation of privacy with regard to her or his own vehicle 

encompasses the digital data held in the vehicle's SDM.”]; People v. Bell (1996) 43 Cal.App.4th 754, 770 [“There is 

a legitimate expectation of privacy in the interior of a car.”].)   
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parties. The recordings cannot be shared with third parties or retained anywhere 

outside the vehicle itself without first securing the affirmative consent of the user.  

The provisions of the bill are borrowed heavily from the statutory scheme dealing 

with connected televisions and the recording devices included therein as part of the 

voice recognition features.5 That law was established by AB 1116 (Assembly 

Committee on Privacy and Consumer Protection, Chapter 524, Statutes of 2015) as 

a response to concerns that consumers did not know such features were installed in 

their televisions and had no control over what was being done with the recordings. 

This bill establishes a series of straightforward protections to ensure consumers 

have baseline information, protections, and control over the happenings inside their 

own vehicles. This bill only applies to in-vehicle cameras that are placed there by 

the vehicle manufacturer and only those cameras that can record the interior of the 

cabin. Consumers then have control over what they would like done with such 

recordings and where a manufacturer can store them.  

This bill subjects violations to a modest enforcement scheme. Actions for relief can 

only be brought by the Attorney General or a district attorney. Persons who 

knowingly violate the statute are subject to civil penalties, capped at $2,500 for 

each vehicle in violation and injunctive relief. Courts are explicitly empowered to 

make whatever other orders or judgments are necessary to prevent violations. 

Therefore, consumers are unable to directly seek a remedy when they are harmed 

by violations of this bill. In response to this lack of a consumer enforcement 

mechanism, a group of privacy and consumer protection groups writes in a support 

if amended to include a right of action position.  

 

FISCAL EFFECT: Appropriation: No Fiscal Com.: Yes Local: No 

 

According to the Assembly Appropriations Committee: 

1) Costs (General Fund) of $366,000 annually to the DOJ in additional legal staff 

to handle the anticipated workload related to enforcing the requirements of this 

bill.  

2) Cost pressure (Trial Court Trust Fund (TCTF)) in the hundreds of thousands of 

dollars to the trial courts to hear and adjudicate cases related to violations of 

this bill. It is unclear how many new actions will be filed statewide, but if 10 

cases are filed in state civil court annually requiring seven to ten days, or 56 to 

80 hours of court time, at an average cost per hour of $1,000 in workload costs, 

                                           
5 Bus. & Prof. Code § 22948.20 et seq. 
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the cost to the trial courts would be between $560,000 and $800,000 annually.  

Although courts are not funded on the basis of workload, increased pressure on 

the TCTF and staff workload may create a need for increased funding for courts 

from the General Fund (GF) to perform existing duties. 

*Trial Court Trust Fund 

SUPPORT:   (Verified  8/24/22) 

 

Consumer Federation of California (source) 

California Teamsters Public Affairs Council 

Consumer Attorneys of California 

Consumer Watchdog 

Consumers for Auto Reliability and Safety 

Oakland Privacy 

OPPOSITION: (Verified 8/24/22) 

California New Car Dealers Association  

 

ARGUMENTS IN SUPPORT:  Oakland Privacy writes, “Senate Bill 346 ensures 

that no retention or transfer can happen without prominent notice, which prevents 

notices hidden inside of lengthy privacy policies usually ignored by consumers.” 

 

ARGUMENTS IN OPPOSITION: The California New Car Dealers Association 

writes, “Requiring dealers to inform customers about the presence of any in-

vehicle cameras during the vehicle purchase process will be extremely difficult to 

implement on a vehicle-by-vehicle basis, and this operational difficulty is 

especially acute with civil penalties attached.” 

 

  

 

ASSEMBLY FLOOR:  61-1, 8/29/22 

AYES:  Aguiar-Curry, Alvarez, Arambula, Bauer-Kahan, Bennett, Berman, 

Bloom, Boerner Horvath, Mia Bonta, Bryan, Calderon, Carrillo, Cervantes, 

Cooley, Cooper, Cunningham, Daly, Davies, Mike Fong, Friedman, Gabriel, 

Gallagher, Cristina Garcia, Eduardo Garcia, Gipson, Gray, Grayson, Haney, 

Holden, Jones-Sawyer, Kalra, Lee, Levine, Low, Maienschein, Mayes, McCarty, 

Medina, Mullin, Muratsuchi, Nazarian, O'Donnell, Petrie-Norris, Quirk, Quirk-

Silva, Reyes, Luz Rivas, Robert Rivas, Blanca Rubio, Salas, Santiago, Stone, 



SB 346 

 Page  9 

 

Ting, Valladares, Villapudua, Waldron, Akilah Weber, Wicks, Wilson, Wood, 

Rendon 

NOES:  Chen 

NO VOTE RECORDED:  Bigelow, Choi, Megan Dahle, Flora, Fong, Irwin, Kiley, 

Lackey, Mathis, McKinnor, Nguyen, Patterson, Ramos, Rodriguez, Seyarto, 

Smith, Voepel, Ward 

 

 

Prepared by:  Christian Kurpiewski / JUD. / (916) 651-4113 

8/29/22 23:45:19 

****  END  **** 
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