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ASSEMBLY THIRD READING 

AB 2392 (Irwin) 

As Amended  March 28, 2022 

Majority vote 

SUMMARY 

This bill specifies that a manufacturer of a connected device satisfies existing law requiring the 

device to be equipped with reasonable security features if the connected device complies with a 

labeling scheme that conforms to criteria developed by the National Institute on Standards & 

Technology (NIST), as specified 

Major Provisions 
1) Specifies that a manufacturer of a connected device satisfies the requirements in existing law 

pertaining to reasonable security features on connected devices if the connected device does 

all of the following: meets or exceeds the baseline product criteria of a NIST conforming 

labeling scheme; satisfies a conformity assessment as described by a NIST conforming 

labeling scheme that includes a third-party test, inspection, or certification; and bears the 

binary label as described by a NIST conforming labeling scheme. 

2) Defines "NIST conforming labeling scheme" to mean a labeling scheme conforming to the 

Cybersecurity White Paper titled "Recommended Criteria for Cybersecurity Labeling for 

Consumer Internet of Things (IoT) products" published by NIST on February 4, 2022. 

COMMENTS 

In 2018, California took a significant step toward addressing the risks associated with security 

vulnerabilities in IoT devices by passing AB 1906 (Irwin), Chapter 860, Statutes of 2018, and SB 

327 (Jackson), Chapter 886, Statutes of 2018, identical bills with contingent enactment language, 

which required manufacturers of connected devices to equip those devices with reasonable 

security features to protect the device and information therein from unauthorized access, 

destruction, use, modification, or disclosure.  Specifically, these bills established a requirement 

that manufacturers of connected devices sold in California equip those devices with "a 

reasonable security feature or features" that fit all of the following criteria: 1) appropriate to the 

nature and function of the device; 2) appropriate to the information it may collect, contain, or 

transmit; and 3) designed to protect the device and any information contained therein from 

unauthorized access, destruction, use, modification, or disclosure.   

Those bills specified that "subject to all of the requirements" above, a connected device equipped 

with a preprogrammed password that is unique to each device, or a security feature that requires 

a user to generate a new means of authentication before accesses is granted to the device for the 

first time, shall be deemed to be equipped with a reasonable security feature under the 

specifications above.  However, the bills did not further specify what those reasonable security 

features might look like, nor how they should be implemented. 

In May 2021, President Biden issued an Executive Order on "Improving the Nation's 

Cybersecurity" (E.O. 14028) directing the National Institute of Standards and Technology 

(NIST) to develop cybersecurity criteria and labeling approaches for consumer software and IoT 

products, and to initiate pilot programs based on those criteria.  The intention behind this order 

was to provide a mechanism by which businesses are incentivized to develop security by design 
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in their connected products, and to allow consumers to quickly evaluate cybersecurity fitness 

(without the need for in-depth technological expertise) in their purchasing decisions.  NIST 

satisfied these requirements in a white paper published on February 4, 2022 entitled 

"Recommended Criteria for Cybersecurity Labeling for Consumer Internet of Things (IoT) 

Products."  The paper laid out several detailed criteria to which a labeling scheme should 

conform, and particular cybersecurity considerations that a labeling scheme should assess in 

order to determine approval.  According to the paper's introduction: 

NIST proposes an approach and key considerations to be taken into account in a consumer 

IoT product cybersecurity labeling program, including proposed baseline product criteria as 

well as labeling and conformity assessment considerations.  NIST will identify key elements 

of labeling program [sic.] in terms of minimum requirements and desirable attributes – rather 

than establishing its own program; it will specify desired outcomes, allowing providers and 

customers to choose best solutions for their devices and environments.  One size will not fit 

all, and multiple solutions might be offered by label providers.  Nevertheless, NIST has 

concluded that multiple variations of labeling approaches likely would cause confusion 

among consumers and limit the effectiveness of such efforts.  It is critical that labeling 

criteria and the labels themselves be consistent across products and labeling program 

offerings.  

As NIST points out, the criteria are general outcome objectives rather than prescriptive of 

particular mechanisms for achieving those ends.  With respect to this approach, NIST explains: 

Considering the heterogeneity of consumer IoT products, components, use cases, risks, and 

mitigations, the criteria outlined are not prescriptive with respect to how they would be 

achieved.  Rather, they are stated in such a way that resources such as standards or 

conformity assessment approaches can be used to build a program that demonstrates support 

for the recommended outcomes.  

AB 2392 provides that a connected device manufacturer may satisfy the "reasonable security 

feature" requirement if the connected device does all of the following: 1) meets or exceeds the 

baseline product criteria of a NIST conforming labeling scheme; 2) satisfies a conformity 

assessment as described by a NIST conforming labeling scheme that includes a third-party test, 

inspection, or certification; and 3) bears the binary label as described by a NIST conforming 

labeling scheme.  The bill defines "NIST conforming labeling scheme" to mean "a labeling 

scheme conforming to the Cybersecurity White Paper titled 'Recommended Criteria for 

Cybersecurity Labeling for Consumer Internet of Things (IoT) Products' published by the 

National Institute of Standards and Technology (NIST) on February 4, 2022." 

This bill is likely to provide additional clarity for manufacturers of connected devices as they 

seek to determine how to comply with the "reasonable security feature" requirement under 

existing law.  That said, as raised in the Assembly Committee on Privacy & Consumer 

Protection committee analysis, the particular language of several provisions of the bill introduces 

ambiguity, clarification of which could significantly benefit the bill's capacity to achieve the 

author's intent. 

The author has indicated that the intent of the bill is make compliance with a NIST conforming 

labeling scheme permissive as one of many approaches to equipping reasonable security 

features.  However, the language of the bill in print could seemingly be interpreted to indicate 

that conformance with a labeling scheme is the sole way to do so.  At the time of writing, no 
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NIST conforming labeling schemes have yet been established in the United States, let alone 

California.  As such, should the provisions of the bill be interpreted as necessary rather than 

sufficient for complying with existing law, compliance with that law would be impossible.   

The bill also defines "NIST conforming labeling scheme" to mean a labeling scheme conforming 

to the Cybersecurity White Paper titled 'Recommended Criteria for Cybersecurity Labeling for 

Consumer [IoT] Products" published by [NIST] on February 4, 2022."  By specifying this exact 

document, the bill arguably creates ambiguity as to whether compliance with a labeling scheme 

based on a revision of the document or successor publication would be sufficient to satisfy 

"reasonable security feature" requirements.  The possibility that changes in technology or 

experts' understanding of best cybersecurity practices requires an update to this document may 

render this rigidity problematic. 

According to the Author 
Over the past decade there has been an explosion of connected devices in the home.  From 

traditional smart phones, laptops, and printers, to light bulbs, thermostats, and vacuums, 

nearly every part of our lives has developed a "smart" version that can be automated and 

controlled remotely.  While this has enormous benefits for consumers, it also created 

personal and societal risks. […]  

As identified by E.O. 14028, and NIST's recommendation, a robust labeling scheme that 

educates and informs consumers about the security of the devices they are considering 

purchasing is the most accessible and effective way to limit personal and societal risk when 

using IoT devices.  Consumers aren't experts and need easily identifiable indicators, like 

labels, to understand a device has verified security features. 

This bill will create additional value for manufacturers by creating an additional pathway to 

avoid potential litigation, through making participation in a NIST conforming labeling 

scheme satisfy the requirement to equip a connected device with reasonable security features.  

This incentive also benefits consumers as the NIST guidelines, and this bill explicitly, require 

a third party assessment of the IoT device's security, meaning the IoT marketplace will be 

more likely to have easily identifiable and verified secure devices available for purchase by 

Californians, with little to no due diligence needed by the consumer. 

Arguments in Support 
The Association of Home Appliance Manufacturers (AHAM), who have taken a "support if 

amended" position on this bill, argue: 

We were supporters of this approach when it was discussed and rejected as part of AB 

1906/SB 327 in 2018. The reason for our support then and now is because the standards 

process is where cybersecurity is best addressed so that it can be more adaptive and nimble as 

cybersecurity protocols continually evolve. As stated during the deliberation of AB 1906/SB 

327 in 2018, AHAM favors national standards in this area to ensure input from diverse 

stakeholders and to avoid the ambiguity and inefficiency that would result from a patchwork 

of differing state laws or the ambiguity of "reasonable security features" that can be enforced 

by the state or each locality in California in a number of different ways. We are glad to see it 

now moving forward. 
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Arguments in Opposition 
Consumer Reports, which opposes this bill unless amended, raises several shortcomings in the 

existing "reasonable security feature" law, and one issue in the bill in print, that they hope to see 

resolved, arguing: 

This bill, AB 2392, proposes to add a new safe harbor to the IoT security requirement – for 

compliance with the recent [NIST] labeling framework – compounding the problems with 

existing law.  Neither [the existing safe harbor for enabling a device with a password nor 

this] safe harbor is suited to constitute reasonable security.  At the very least, we recommend 

replacing the existing safe harbor for unique passwords in Cal. Civ. Code § 1798.91.04(b) 

with a stronger safe harbor, similar to the one proposed in this bill, but adjusted to account 

for updates to the NIST document. […] 

All connected devices should be covered by a data security requirement.  Existing law is 

currently limited to devices with IP addresses and Bluetooth, but there are a wide variety of 

protocols that should be covered, especially as smart home devices often run on these other 

protocols. […]  [C]arving out these various protocols will incentivize manufacturers to use 

these unregulated protocols, making devices even less secure. 

FISCAL COMMENTS 

Unknown 

VOTES 

ASM PRIVACY AND CONSUMER PROTECTION:  10-0-1 
YES:  Gabriel, Kiley, Bauer-Kahan, Bennett, Berman, Cunningham, Mike Fong, Irwin, 

Valladares, Wilson 

ABS, ABST OR NV:  Wicks 
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